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Abstract
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steps of performing object identification, performing relations identification, selecting objects by performing the
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objects in the group are related to each of the objects in each of the sets of objects, and determining whether at
least one of the objects in each of the sets of objects is related to at least one of the objects in another set of the
sets of objects.
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Claims

1. A method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in a computing environment, the method comprising the steps of: performing object identification;
performing relations identification; selecting objects by performing the steps comprising: defining required
properties; matching the required properties with the properties for each of the objects; dropping the objects
which have at least one of the properties which do not match with the required properties; making a selection by
performing object intersection on the objects by performing the steps of: reading location and the relations for
each of the objects; selecting a group including each of the objects in the sets of objects which are identical
based on the relations for each of the objects; determining whether each of the objects in the group are related to
each of the objects in each of the sets of objects, and determining whether at least one of the objects in each of
the sets of objects is related to at least one of the objects in another set of the sets of objects.

2. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: performing the object
identification by performing the steps comprising: receiving a search query including objects and operators;
selecting an organization area; isolating object types for the objects in the search query; grouping the objects into
sets of objects, and recording properties for each of the objects.

3. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: performing the
relations identification by performing the steps comprising: recording relatability for each of the object types for
the objects, and recording relations for each of the objects.

4. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: making a selection by
performing object intersection on the objects by performing the steps of: dropping all of the objects from the
group when each of the objects in the group are not related to each of the objects in each of the sets of objects.

5. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: making a selection by
performing object intersection on the objects by performing the steps of: dropping all of the objects from the
group when each of the sets of objects is not related to at least one of the objects in another set of the sets of
objects.

6. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: making a selection by
performing object union on the objects by performing the steps of: reading location and the relations for each of
the objects, and selecting each of the objects that are in each of the sets of objects.

7. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 6, the method comprising the steps of: making a selection by
performing object union on the objects by performing the steps of: dropping each of the objects that are not in
each of the sets of objects.

8. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 1, the method comprising the steps of: making a selection by
performing object combination on the objects by performing the steps of: reading location and the relations for
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each of the objects; selecting each of the objects that are in each of the sets of objects, and determining whether
each of the objects in a first set of objects is related to at least one the objects in a second set of objects.

9. The method for discovering a group of interdependent computing objects within an undirected graph structure
of objects in the computing environment of claim 8, the method comprising the steps of: making a selection by
performing object combination on the objects by performing the steps of: dropping each of the objects in a first
set of objects which is not related to at least one the objects in a second set of objects.

10. A non-transitory computer readable medium configured discovering a group of interdependent computing
objects within an undirected graph structure in a computing environment, the device comprising: a memory; and
a processor configured to: perform object identification by performing the steps comprising: perform relations
identification by performing the steps comprising: make a selection by performing object intersection on the
objects by performing the steps of: reading location and the relations for each of the objects; selecting a group
including each of the objects in the sets of objects which are identical based on the relations for each of the
objects; determining whether each of the objects in the group are related to each of the objects in each of the sets
of objects, and determining whether at least one of the objects in each of the sets of objects is related to at least
one of the objects in another set of the sets of objects.

11. The non-transitory computer readable medium of claim 10, the processor configured to: perform object
identification by performing the steps comprising: receiving a search query including objects and operators;
selecting an organization area; isolating object types for the objects in the search query; grouping the objects into
sets of objects, and recording properties for each of the objects.

12. The non-transitory computer readable medium of claim 10, the processor configured to: perform relations
identification by performing the steps comprising: recording relatability for each of the object types for the
objects; recording relations for each of the objects.

13. The non-transitory computer readable medium of claim 10, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: dropping all of the objects from the
group when each of the objects in the group are not related to each of the objects in each of the sets of objects.

14. The non-transitory computer readable medium of claim 10, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: dropping all of the objects from the
group when each of the sets of objects is not related to at least one of the objects in another set of the sets of
objects.

15. The non-transitory computer readable medium of claim 10, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: reading location and the relations for
each of the objects, and selecting each of the objects that are in each of the sets of objects.

16. The non-transitory computer readable medium of claim 15, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: dropping each of the objects that are
not in each of the sets of objects.

17. The non-transitory computer readable medium of claim 10, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: reading location and the relations for
each of the objects; selecting each of the objects that are in each of the sets of objects, and determining whether
each of the objects in a first set of objects is related to at least one the objects in a second set of objects.

18. The non-transitory computer readable medium of claim 17, the processor configured to: make a selection by
performing object intersection on the objects by performing the steps of: dropping each of the objects in a first
set of objects which is not related to at least one the objects in a second set of objects.

Description
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TECHNICAL FIELD

[0001] This disclosure relates generally to getting and reading objects, object types, object relations and the
values of their properties from systems such as for example computer systems that have a large configuration
trees with many objects of different types and properties of those objects, and more specifically, but not
exclusively, to an Organization Area ("OA") which is analyzed in the form of a graph where the vertices are
defined by objects and the edges are defined by objects relations.

BACKGROUND

[0002] Modern systems such as computer systems have an extensive number of configuration parameters which
are known to systems administrators. To optimize performance of computer systems, the methods of reading
single values of known parameters and selections of multiple parameters with a high frequency must be
optimized.

SUMMARY

[0003] A brief summary of various embodiments is presented below. Embodiments address a method and
apparatus for discovering a group of interdependent objects within an undirected graph structure of objects
corresponding to a set of known conditions.

[0004] A brief summary of various example embodiments is presented. Some simplifications and omissions may
be made in the following summary, which is intended to highlight and introduce some aspects of the various
example embodiments, but not to limit the scope of the invention.

[0005] Detailed descriptions of example embodiments adequate to allow those of ordinary skill in the art to
make and use the inventive concepts will follow in later sections.

[0006] Various embodiments described herein relate to a method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in a computing environment, the method
comprising the steps of performing object identification, performing relations identification, selecting objects by
performing the steps comprising defining required properties and matching the required properties with the
properties for each of the objects, dropping the objects which have at least one of the properties which do not
match with the required properties, making a selection by performing object intersection on the objects by
performing the steps of reading location and the relations for each of the objects, selecting a group including
each of the objects in the sets of objects which are identical based on the relations for each of the objects,
determining whether each of the objects in the group are related to each of the objects in each of the sets of
objects and determining whether at least one of the objects in each of the sets of objects is related to at least one
of the objects in another set of the sets of objects.

[0007] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of performing the object identification by performing the steps comprising receiving a
search query including objects and operators, selecting an organization area, isolating object types for the objects
in the search query, grouping the objects into sets of objects and recording properties for each of the objects.

[0008] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of performing the relations identification by performing the steps comprising recording
relatability for each of the object types for the objects, and recording relations for each of the objects.
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[0009] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of making a selection by performing object intersection on the objects by performing the
steps of dropping all of the objects from the group when each of the objects in the group are not related to each
of the objects in each of the sets of objects.

[0010] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of making a selection by performing object intersection on the objects by performing the
steps of dropping all of the objects from the group when each of the sets of objects is not related to at least one
of the objects in another set of the sets of objects.

[0011] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of making a selection by performing object union on the objects by performing the steps of
reading location and the relations for each of the objects and selecting each of the objects that are in each of the
sets of objects.

[0012] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of making a selection by performing object union on the objects by performing the steps of
dropping each of the objects that are not in each of the sets of objects.

[0013] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment, the method
comprising the steps of making a selection by performing object combination on the objects by performing the
steps of reading location and the relations for each of the objects, selecting each of the objects that are in each of
the sets of objects, and determining whether each of the objects in a first set of objects is related to at least one
the objects in a second set of objects.

[0014] In an embodiment of the present disclosure, the method for discovering a group of interdependent
computing objects within an undirected graph structure of objects in the computing environment of claim 8, the
method comprising the steps of making a selection by performing object combination on the objects by
performing the steps of dropping each of the objects in a first set of objects which is not related to at least one
the objects in a second set of objects.

[0015] Various embodiments described herein relate to non-transitory computer readable medium configured
discovering a group of interdependent computing objects within an undirected graph structure in a computing
environment, the device comprising a memory; and a processor configured to perform object identification by
performing the steps comprising perform relations identification by performing the steps comprising make a
selection by performing object intersection on the objects by performing the steps of reading location and the
relations for each of the objects, selecting a group including each of the objects in the sets of objects which are
identical based on the relations for each of the objects, determining whether each of the objects in the group are
related to each of the objects in each of the sets of objects, and determining whether at least one of the objects in
each of the sets of objects is related to at least one of the objects in another set of the sets of objects.

[0016] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to perform object identification by performing the steps comprising receiving a search query
including objects and operators, selecting an organization area, isolating object types for the objects in the search
query, grouping the objects into sets of objects, and recording properties for each of the objects.

[0017] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to perform relations identification by performing the steps comprising recording relatability for each
of the object types for the objects, recording relations for each of the objects.
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[0018] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
dropping all of the objects from the group when each of the objects in the group are not related to each of the
objects in each of the sets of objects.

[0019] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
dropping all of the objects from the group when each of the sets of objects is not related to at least one of the
objects in another set of the sets of objects.

[0020] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
reading location and the relations for each of the objects, and selecting each of the objects that are in each of the
sets of objects.

[0021] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
dropping each of the objects that are not in each of the sets of objects.

[0022] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
reading location and the relations for each of the objects, selecting each of the objects that are in each of the sets
of objects, and determining whether each of the objects in a first set of objects is related to at least one the
objects in a second set of objects.

[0023] In an embodiment of the present disclosure, the non-transitory computer readable medium, the processor
configured to make a selection by performing object intersection on the objects by performing the steps of
dropping each of the objects in a first set of objects which is not related to at least one the objects in a second set
of objects.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The accompanying figures, where like reference numerals refer to identical or functionally similar
elements throughout the separate views, together with the detailed description below, are incorporated in and
form part of the specification, and serve to further illustrate example embodiments of concepts found in the
claims, and explain various principles and advantages of those embodiments.

[0025] These and other more detailed and specific features are more fully disclosed in the following
specification, reference being had to the accompanying drawings, in which:

[0026] FIG. 1 illustrates a flowchart of the object identification process, the relations identification process and
the making selection process of the current embodiment.

[0027] FIG. 2 illustrates the results of the object identification process, the relations identification process and
the making selection process of the current embodiment.

[0028] FIG. 3 illustrates a flowchart for each of the three types of object selection, including object intersection,
object union and object combination.

[0029] FIG. 4 illustrates the results of each of the three types of object selection, including object intersection,
object union and object combination.

[0030] FIG. 5 illustrates a block diagram of the behavior of the object selection process.
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[0031] FIG. 6 illustrates a block diagram of a real-time data processing system of the current embodiment.
DETAILED DESCRIPTION

[0032] It should be understood that the figures are merely schematic and are not drawn to scale. It should also be
understood that the same reference numerals are used throughout the figures to indicate the same or similar
parts.

[0033] The descriptions and drawings illustrate the principles of various example embodiments. It will thus be
appreciated that those skilled in the art will be able to devise various arrangements that, although not explicitly
described or shown herein, embody the principles of the invention and are included within its scope.
Furthermore, all examples recited herein are principally intended expressly to be for pedagogical purposes to aid
the reader in understanding the principles of the invention and the concepts contributed by the inventor to
furthering the art, and are to be construed as being without limitation to such specifically recited examples and
conditions. Additionally, the term, "or," as used herein, refers to a non-exclusive or (i.e., and/or), unless
otherwise indicated (e.g., "or else" or "or in the alternative"). Also, the various embodiments described herein
are not necessarily mutually exclusive, as some embodiments can be combined with one or more other
embodiments to form new embodiments. Descriptors such as "first," "second," "third," etc., are not meant to
limit the order of elements discussed, are used to distinguish one element from the next, and are generally
interchangeable.

[0034] The embodiments described herein disclose the usage of set operations to define how to isolate and
identify interconnected objects from an OA of a computer system. These objects may or may not share other
objects of the OA, which may influence the search result. While, embodiments are described using a computer
system, the methods disclosed in the embodiments may be applied to other complex systems that have
interrelated objects of different types that need to be identified.

[0035] There are two types of operations which are used in the method, union and intersection. Both union and
intersection are possible within one query, while within intersection, the current embodiment implements a
variance to a standard set of mathematical operations to consider a broader set of objects of various types
belonging to different logical sets.

[0036] An OA is an area spanned by the computer system which includes an enclave of objects that are visible
by having access credentials (e.g., a software system or interconnected configuration items structure) that can
process expected functions.

[0037] A configuration object is a part of the OA that serves a partial function of the OA and is needed to
provide declared functionality of the OA. Each object in the OA is of a specific type which determines its
functionality, thus belonging to a specific set of objects of the same type, function and/or purpose. Objects in the
OA may be nested, however, the number of nesting layers (i.e., object within object within object) is not limited.

[0038] A configuration object property is an attribute of the object that defines a value of the object's setting to
guarantee the required system state or behavior.

[0039] A sentence is a computer readable transcription of recorded knowledge from various sources, mostly
using natural language, which defines a subset of objects.

[0040] A query is a process of execution of a sentence on the OA and processing the results.

[0041] A relation is a logical link between two objects that constitutes their interconnection for the given OA
configuration (i.e., pertaining to the objects). The relation indicates the interdependency of the two objects for
the correct function for the particular sentence. A relation can only exist between two objects whose function
logically and technically allows them to be interconnected.
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[0042] A set is a selection of objects by their type. Each set may contain only objects of the same type.

[0043] A group is a selection of objects from multiple sets pertaining to one query. Each group can consist of
objects from multiple sets, therefore, having objects of multiple types within the same group.

[0044] A sentence is an input for each configuration search (i.e., query). A sentence sets what objects by type
and properties must be identified before query processing, how their relations will be recorded and what
selectors (i.e., operations) will be made over them.

[0045] The embodiments described herein provide a method for finding all relevant objects, their types and
value of properties. These objects are all known and are part of the same OA. Each object has one type and
multiple properties different or the same from one another. Each object also determines to which other objects it
may be related, to provide expected OA functionality.

[0046] There may be relatable objects and non-relatable objects.

[0047] Relatable objects (e.g., a network server connects with data stores which hold data) and non-relatable
objects (e.g., a network client server which does not connect to the network server's data store, it only connects
to the network server itself).

[0048] Relatability includes some differences to the objects relations.

[0049] For example, in the case of sets of relatable object types, the query returns an object only if each
described set of objects of a given object type contains at least one object after the operation. If any of the sets
are empty (i.e., there is not at least one object of each type in the set), the query returns an empty set of objects.

[0050] In the case of sets of non-relatable object types, sets of non-relatable objects cannot have any relations
between each other. The query returns objects only if each described set of objects of a given object type
contains at least one object after the operation. The sets of relatable objects must still fulfill the condition of
being interconnected among each other.

[0051] In either case, the result of the whole query is not an empty set when all the objects within the group,
which may be related to each other (logically or technically), are related. Only objects whose types cannot have
a relation remain in the unrelated group.

[0052] The resulting set, after the query processing, is based on the mathematical operations of union (|) and
intersection (&) of objects collections. The query addresses 2 . . . n objects of the OA and defines a logical
structure to optimize the value search.

[0053] The resulting set is a set of objects sharing the same type or different types, which were used for the
object identification.

[0054] Unlike standard mathematics operations, the intersection of an object resulting in a new set of resulting
objects is not limited to a set of objects of the same type but may be altered to become a set of objects of
different types and members of other sets, if they share logical interconnection. Therefore, a blend of objects of
different types will be returned in case they form a logical entity within the OA that works in conjunction to
provide a working item.

[0055] The operation (r-AND) of intersection to create resulting sets of objects that do not need to share the
same type depending on whether logical links amongst those exist creates these resulting sets. The logical link is
determined by the type of OA.

[0056] This embodiment may be applied to systems that have a large number of objects, a large number of

https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtm|%2FPTO%2Fsearch-adv.html&r=1...  8/16



2/16/22, 12:49 PM United States Patent Application: 0190311069

properties of the objects with various values that can be assumed, a large number of relations among objects, a
high change rate of number of objects, relations and values of objects properties and a low number of types or
objects which are steady in time.

[0057] This embodiment uses two sets of operations: &.sub.R (operation r-AND) and .andgate. which is a
standard set union operator.

[0058] For example, there are five sets of objects, of which three sets are of type A and two sets are of type B:
A.sub.1, A.sub.2, A.sub.3, B.sub.1, B.sub.2 where the goal is to intersect the sets: A.sub.1 &.sub.R A.sub.2
&.sub.R B.sub.1 &.sub.R A.sub.3 &.sub.R B.sub.2 which would not be possible, because they are not of the
same type and the result would not return the intersection. Therefore, a decomposition and relation must be
performed before the standard intersection can be applied:

[0059] Below is an example of an evaluation of unrelated types (i.e., decomposition to objects of same types for
standard set operations).

TABLE-US-00001 Sets of objects .fwdarw. Each set is a results of different queries Result Sentence A.sub.1
&.sub.R A.sub.2 &.sub.R B.sub.1 &.sub.R A.sub.3 &.sub.R B.sub.2 Types of objects .dwnarw. Each set from
the row above contains objects of the type in the rows below A a.sub.1, a.sub.2 .andgate. a.sub.1, a.sub.3
.andgate. .sub.---- .andgate. a.sub.1, a.sub.2, a.sub.5 .andgate. .sub.---- a.sub.1 B .sub.---- .andgate. .sub.----
.andgate. b.sub.1, b.sub.2, b.sub.5 .andgate. .sub.---- .andgate. b.sub.1, b.sub.2 b.sub.1, b.sub.2

[0060] The sentence evaluation result is al, b1, b2.

[0061] Below is an example of an evaluation of related types (i.e., substitution of missing objects by related
objects of the other types).

TABLE-US-00002 Sets of objects .fwdarw. Each set is a results of different queries Result Sentence A.sub.1
&.sub.R A.sub.2 &.sub.R B.sub.1 &.sub.R A.sub.3 &.sub.R B.sub.2 Types of objects Since operations cannot
contain objects of other types than its own, .dwnarw. relationships must be included to complete operations A
a.sub.1, a.sub.2 .andgate. a.sub.1, a.sub.3 .andgate. a.sub.1, a.sub.2, a.sub.5 .andgate. a.sub.1, a.sub.2, a.sub.5
.andgate. a.sub.1, a.sub.2 a.sub.1 Implementing Relation of all objects of type A towards each related object of
type relations B will be determined, and the other way round, filling the gaps in the other operation
.uparw..dwnarw.. B b.sub.1, b.sub.2, b.sub.4 .andgate. b.sub.1 .andgate. b.sub.1, b.sub.2, b.sub.5
.andgate.b.sub.1, b.sub.2, b.sub.4, b.sub.5 .andgate. b.sub.1, b.sub.2 b.sub.1

[0062] The sentence evaluation result is al, b1.
[0063] However, values of embedded systems' properties are not the only determinator of their state.

[0064] A manual configuration option may be used to determine objects parameters, where needed. meaning that
in addition to autonomous discovery of identifiable objects, the final result may be influenced by the
configuration area, system users, administrators, owners who may add manually defined properties and their
values to each of the object. These manually added parameters may be treated the same way as objects' own,
preset, properties into the formula.

[0065] These queries may be mathematically chained together (i.e., stacking the principle into layers
encompassing different sets but computed within a single run), each query may work with different or identical
objects within their own sets and combine the result with results of other queries, limiting the number of result
objects and minimizing it to the least number sharing the searched parameters.

[0066] FIG. 1 illustrates a flowchart of the object identification process, the relations identification process and
the making selection process of the current embodiment.
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[0067] FIG. 2 illustrates an organization area 101 (e.g., a computer system), consisting of objects 102 (e.g., Ob
I.1 to Ob N.6). These objects 102 may be grouped by their type into sets of objects 103 (e.g., from SO1 to SON).
Each object 102 may have a set of properties 104 that may assume various values of defined types. More than
one different set of objects 103 may contain objects 102 of the same type; however, those same types of objects
may not necessarily be only grouped in one set of objects 103.

[0068] The property 104 values influence behavior of objects 102. All types of objects 102 are interconnectable
and therefore there exists logical and technical relations among them.

[0069] Each search query is defined by a sentence with operators. FIG. 2 uses three different queries 134, 135
and 136 resulting in three final sets of filtered objects.

[0070] FIG. 1 illustrates a flowchart 100 which begins at step 105 by receiving a sentence (i.e., a search query).
The flowchart 100 continues to step 106 which selects relevant the OA. The flowchart 100 continues to step 107
which isolates all object types which are relevant to the sentence. The flowchart 100 continues to step 108 which
groups objects to sets by their types. The flowchart 100 continues to step 109 which records object properties.

[0071] The outcome of object identification is illustrated in organization area 134 in FIG. 2.

[0072] The input sets of objects are defined by knowing which of them are within the scope of the sentence.
They are grouped by their type which determines their nature and behavior. SO1, SO2 to SON are sets of the
objects of the same type. Those sets do not have to be exclusive and there can be more than one set of objects
grouping objects of the same type. All objects represent technical entities (e.g., physical, logical or proprietarily
defined) of the system that belong to the OA that is being examined.

[0073] In an example, the OA may represent a data center which includes a physical layer (e.g., physically
tangible assets), computing devices (e.g., consisting of processors, memory, various bridges and I/O parts, etc.),
storage devices (e.g., spinning or flash drives, cache memory, firmware, controllers, CD-ROM, magnetic tape,
etc.), network devices (e.g., switches, routers, operating systems, firmware), and networking fabric (e.g., wires,
fibers).

[0074] Virtualization layers are logical assets allowing physical resource sharing and isolation for various
processes which are provided by various software systems (e.g., Microsoft Windows with HyperV, VMware
ESXi, Linux KVM, Citrix XEN, VMware NSX, Cisco ACI, Juniper NFC, etc.). The result of the combination of
physical and virtualization layers may be, but not limited to, virtual computing nodes (i.e., hosts), virtual
network devices, virtual storage, virtual end user computer desktops.

[0075] Virtualized layers are logical systems that resemble otherwise physical devices managed by a software
controlling system and are transparent to human users or software application (i.e., virtual computer, server or
desktop, storage drive, network connection) that run normal software for human users (i.e., database engines,
web servers, web pages, CRM, ERP, mail servers, user interfaces, etc.).

[0076] Objects sets can represent whichever items from these layers and types for each sentence that is being
examined. In FIG. 2, 103 may be Microsoft HyperV servers, 103 may be Microsoft Windows 2012 servers and
103 may be CD-ROM:s.

[0077] The sentence to be examined will query all Microsoft HyperV virtualization servers, all virtual computers
(running MS Windows servers 2012) and all data stores (i.e., hard drives), that exist within the OA.

[0078] For example, if an OA represents a town. There are plants, roads, houses, trains, persons, animals, cars
and also many other objects of different types in the town. The particular sentence to be examined queries all
objects of these three types: houses, cars, persons.

[0079] Relevant objects are interconnected as per the OA topology. OA topology is given by its setup and will

https://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2FnetahtmI|%2FPTO%2Fsearch-adv.html&r=1... 10/16



2/16/22, 12:49 PM United States Patent Application: 0190311069
not change for different sentences.

[0080] The flowchart 100 continues to step 110 which records the object types relatability. The flowchart 100
continues to step 111 which records object relations.

[0081] The outcome of relations identification is in organization area 135 in FIG. 2.

[0082] In the example above, the relations will show which virtualization server is hosting which Windows
server and which data store (i.e., hard drive) is mounted to any of virtualization host and/or Windows server.

[0083] For example, the relations show the use-based relation structure: cars driven by persons, houses inhabited
by persons and cars parked in houses. All these relations are bi-directional.

[0084] Each object is identified based on knowledge of the subject (either human or computed) and left in the
input set, if it qualifies. This is decided based on properties of the objects in connection with the expectations
from the sentence.

[0085] The flowchart 100 continues to step 112 which defines the sought property values. The flowchart 100
continues to step 113 which matches sought property values with required values of the sentences. The flowchart
100 continues to step 114 which drops objects whose values do not match with the sentence expected ones.

[0086] The outcome of making a selection is illustrated in organization area 136 in FIG. 2.
[0087] In the example above, only those virtualization servers which have release dates before October 2016,
Windows servers which run MS database server and data store which have a NTFS filesystem stay in the sets,

the others are dropped for this query.

[0088] For example, only those selected objects that have properties of: detached houses, SUV cars, female
persons stay in the sets as the objects of our interest.

[0089] FIG. 2 illustrates the results of the object identification process, the relations identification process and
the making selection process of the current embodiment.

[0090] In FIG. 2, all objects are identified in the organization area 134.
[0091] In FIG. 2, all objects relations are identified in the organization area 135.

[0092] In FIG. 2, all objects in organization area 136 except Ob 1.2, 4 and 6; Ob II.1 and 2; Ob N.5 and 6 are
dropped from the selection.

[0093] In the example above, only the virtualization servers which have a release date before October 2016,
Windows servers which run Microsoft database server and data stores which have a NTFS filesystem remain in
the sets, the others are dropped for this query.

[0094] For example, only those female persons that inhabit detached houses and use SUV cars, which are
sheltered in the same houses are kept.

[0095] FIG. 3 illustrates a flowchart for each of the three types of object selection, including object intersection,
object union and object combination (which is a combination of intersection and union operators in a more

complex sentence).

[0096] Object intersection means that only the objects that have relation between each other in the other sets of
objects (i.e., all to all relation) will be left after the operation.
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[0097] If object intersection is selected, the flowchart 100 proceeds from step 114 and continues to step 115
which reads location and relations of existing objects. The flowchart 100 continues to step 116 which selects all
groups of mutually related objects across sets. The flowchart continues to step 117 which determines whether all
objects of the selected group are related to all other objects in different sets. If not, the flowchart proceeds to step
118 which drops all objects of the selected groups.

[0098] If yes, the flowchart 100 proceeds to step 119 which determines whether there is at least one object in
each relatable set. If no, the method proceeds to step 120 which drops all objects of the selected groups.

[0099] If yes, the flowchart 100, proceeds to step 121 which saves the result. The flowchart 100 then proceeds to
step 122 which drops all objects that do not match the operation requirements.

[0100] The outcome of object intersection is illustrated in organization area 105 of FIG. 4.

[0101] Object union operates as a standard mathematical operation "OR" (i.e., all objects that are present in any
of the sets will be the result of the operation).

[0102] If object union is selected, the flowchart 100 proceeds from step 114 to step 123 which reads location and
relations of existing objects. The flowchart 100 then proceeds to step 124 which selects objects that exist in any
set (OR operator). The flowchart 100 then proceeds to step 125 which drops objects that do not match the
operation requirements.

[0103] The outcome of object union is illustrated in organization area 106 of FIG. 4.

[0104] In the example above, all remaining objects (e.g., virtualization servers, data stores and virtual servers)
that remained after the selection remain. In this case, no different outcome is produced by the operation because
all the objects already fulfilled conditions of the operator even before it was applied.

[0105] For example, all remaining objects (detached houses, SUV cars, female persons) that remained after the
selection are kept. In this simple case, no different outcome is produced by the operation because all the objects
already fulfilled conditions of the operator even before it was applied.

[0106] In the combination of intersection and union, in FIG. 4, all objects of the sets IT and N will remain, but
the Ob 1.2 will drop because it does not have any relation to at least one member of each subset, the new set
(II]N), Ob L.4 and II.5 will remain.

[0107] If object combination is selected, the flowchart 100 proceeds from step 114 to step 126 which reads
location and relation of existing objects. The flowchart 100 then proceeds to step 127 which selects objects that
exist in all the sets. The flowchart 100 then proceeds to step 128 which determines whether all objects from set I
are connected to at least one object in every other set. If no, the flowchart 100 then proceeds to step 129 which
drops all objects of the selected group.

[0108] If yes, the flowchart 100 then proceeds to step 130 which saves the result. The flowchart 100 then
proceeds to step 131 which drops objects that do not match the operation requirements.

[0109] The outcome of object combination is illustrated in organization area 107 of FIG. 4.

[0110] In contrast to object intersection, the objects in the new set (II|N) do not need to have connections with
each other. However, members of set I must have a connection to at least one member of either set, IT and N, in
order to remain after final operation (I&II|N).

[0111] In the example above, all virtual servers and all data stores (regardless of whether they are mounted to
any of virtual servers) are listed. All virtualization servers that host at least one virtual server and are connected
to at least one data store remain; those that only host a virtual server but have no data store or have a data store
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mounted but do not host any virtual server, are dropped.

[0112] For example, assuming the persons are members of set I, houses are in set II and cars in set III. Firstly, all
detached houses and all SUV cars (regardless whether they ever park in the houses) are listed. Secondly, all
females that inhabit a detached house and drive a SUV car, without ever using that car for coming to that house,
stay. All females who only inhabit a detached house but drive no SUV or drive an SUV but live in other estate
but a detached house, are dropped.

[0113] FIG. 4 illustrates the results of each of the three types of object selection, including object intersection,
object union and object combination.

[0114] FIG. 5 illustrates a block diagram of the behavior of the object selection process.

[0115] There are three OAs illustrated in FIG. 5 which show for all of them how the object selection changes for
groups if the relation of the object is changed.

[0116] For example, in FIG. 5, OA I 132 has objects that are relatable in all the selected sets. Set 1.2 includes
two selected objects of the group, the other sets each have one. If the relation represented by the edge 1.5 is lost,
the condition of all the objects in all sets must be interconnected is not fulfilled for the object 1.6 and the object
is then dropped. The condition of having at least one object of the selected group in each set still exists and it is
met. The result will return all the other objects except I.6.

[0117] For example, in FIG. 5, OA II 133 have objects that are relatable in all the selected sets. If the relation
I1.5 is lost, the condition of all the objects in all sets must be interconnected is not fulfilled for the object I1.6.
The set I1.4 would be empty after the object I1.6 is removed from the group. Since the condition of having at
least 1 object of the selected group in each set still exist and it is not met, all object of the group are dropped and
the result is an empty set for this query.

[0118] For example, in FIG. 5, OA III 134 have three relatable types of object in sets III.1, III.2 and III.3. The
type of object in set II1.4 is not relatable to the type of set III.1. If the relation IIL.5 is lost the condition of having
at least one object of the selected group in each set still exist and it is not met. All object of the group are
dropped and the result is an empty set for this query. That means that even though there is no relation between
I11.1 and II1.4, as it technically cannot be, the other objects must still be interconnected among them whenever a
connection is technically possible to keep in the group.

[0119] The operator may be used for all purposes when finding relationships among objects of different types is
required within a described system. The system may be heterogeneous (i.e., consisting of member of different
technical and logical types).

[0120] A topology of the system must be determinable (i.e., relations and characteristics of the members must be
known or retrievable). This may be either through information in the configuration database ("CMDB") or must
be available by inquiring the systems' parameters.

[0121] The &.sub.R operator may be used to retrieve objects of interest. This is useful when large number of
queries must be made over large number of sets of impacted objects. Results can be then retrieved in an efficient
and fast manner. This can be used for a network connecting servers and switches across several data centers,
providing services to multiple clients. Server, business applications, network ports, data centers, clients, support
personnel may be types of objects.

[0122] For example, to find relations for all impacted ports by intervention of support personnel, the &.sub.R or
r-AND operators (which are different notations of the same operator) may be used (e.g., ports, staff members
and changing relationships between those two types).

[0123] The power of the method is multiplied with a growing number of queries to fetch systems' objects of
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interests for various situations. The situation must be known (e.g., who of the support personnel did latest
intervention on network ports with decreased speed of data transmission, so in a situation where no natural link
between these two objects is obvious, the situation description will form the query that will be processed using
the operator).

[0124] The use of an operator may not be limited to computer systems. It may be used for others, like a person's
relation to other people, communities, services or places of presence. This must be, however, done through
having all information in a digital format to be able to retrieve the topology of such a system, meaning that
objects to be inquired may be of a technical or biological type, but must be represented by a digital model.

[0125] An example of pseudocode for the current embodiment is described below. A check defines a set of
objects and a sentence is a combination of checks. The syntax of a sentence is as follows:

[0126] Sentence.fwdarw.Check

[0127] Sentence.fwdarw.Sentence|Sentence

[0128] Sentence.fwdarw.Sentence &.sub.R Sentence
[0129] Sentence.fwdarw.(Sentence)

[0130] A sentence is normalized if and only if it is in the form of a single check, or it is in the form of left
operator right, where the operator is one of {|, &.sub.R} and both left and right parts are in the form of
(Sentence).

[0131] That is, a sentence is normalized if it does not contain any operators, or if each argument of each operator
contained in the sentence is explicitly delimited by parentheses.

[0132] Every sentence can be normalized. The semantics of the operators, together with the entire process of
scanning and analyzing the configuration of an OA of the current embodiment, are described by the pseudocode
below:

TABLE-US-00003 function ANALYZE: collect data from OA execute all checks from all sentences on the
collected data for each normalized sentence s: EVALUATE(s) function EVALUATE(Sentence s): if (s consists of
a single check) return s.check.result else resultLeft = EVALUATE(s.left) resultRight = EVALUATE (s.right) for
(t in resultLeft.types .orgate. resultRight.types) if (s.operator = = | ) result[t] = resultLeft[t] .orgate. resultRight[t]
if (s.operator = = &.sub.R) if (resultLeft.types contains t) if (resultRight.types contains t) result[t] = resultLeft[t]
.andgate.resultRight[t] else result[t] = resultLeft[t] .andgate. RESTRICT_BY_ RELATIONS(t, resultRight,
resultLeft) else result[t] = RESTRICT_BY_RELATIONS(t, resultLeft, resultRight) .andgate. resultRight[t]
return result function RESTRICT_BY_RELATIONS(Type t, Result resultToBeRestricted, Result resultOther):
relatedTypes = GET_RELATED_TYPES(t, resultToBeRestricted.types) if (relatedTypes = = O) return
resultOther[t] else result = resultOther([t] for (t' in relatedTypes \ t): result = result
.andgate.resultToBeRestricted[t'] return result function GET_RELATED_TYPES(Type t, Set < Type > types):
return those types t' from the supplied set of types that are related to t

[0133] This function is defined by the target domain, usually in the form of a simple lookup structure
enumerating types related to each type.

[0134] The function ANALYZE performs collection of the input data and evaluates all sentences submitted for
processing. The function EVALUATE analyzes and evaluates a single sentence and determines which objects
from the environment are affected by definitions of a particular sentence. The function
RESTRICT_BY_RELATIONS is a helping function used internally in the analysis to exclude objects from the
analysis based on their relations to other objects. The function GET_RELATED_TYPES returns those types
from the supplied set of types that are related to the one given type.
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[0135] FIG. 6 illustrates a block diagram of a real-time data processing system of the current embodiment.

[0136] The processor 620 may be any hardware device capable of executing instructions stored in memory 630
or storage 660 or otherwise processing data. As such, the processor may include a microprocessor, field
programmable gate array (FPGA), application-specific integrated circuit (ASIC), or other similar devices.

[0137] The memory 630 may include various memories such as, for example L1, L2, or L3 cache or system
memory. As such, the memory 630 may include static random access memory (SRAM), dynamic RAM
(DRAM), flash memory, read only memory (ROM), or other similar memory devices.

[0138] The user interface 640 may include one or more devices for enabling communication with a user such as
an administrator. For example, the user interface 640 may include a display, a mouse, and a keyboard for
receiving user commands. In some embodiments, the user interface 640 may include a command line interface
or graphical user interface that may be presented to a remote terminal via the network interface 650.

[0139] The network interface 650 may include one or more devices for enabling communication with other
hardware devices. For example, the network interface 650 may include a network interface card (NIC)
configured to communicate according to the Ethernet protocol. Additionally, the network interface 650 may
implement a TCP/IP stack for communication according to the TCP/IP protocols. Various alternative or
additional hardware or configurations for the network interface 650 will be apparent.

[0140] The storage 660 may include one or more machine-readable storage media such as read-only memory
(ROM), random-access memory (RAM), magnetic disk storage media, optical storage media, flash-memory
devices, or similar storage media. In various embodiments, the storage 660 may store instructions for execution
by the processor 620 or data upon with the processor 620 may operate. For example, the storage 660 may store a
base operating system 661 for controlling various basic operations of the hardware 600. Storage 662 may store
instructions for object identification. Storage 663 may store instruction for relations identification. Storage 664
make store instructions for making selection. Storage 665 make store instructions for object selection.

[0141] It will be apparent that various information described as stored in the storage 660 may be additionally or
alternatively stored in the memory 630. In this respect, the memory 630 may also be considered to constitute a
"storage device" and the storage 660 may be considered a "memory." Various other arrangements will be
apparent. Further, the memory 630 and storage 660 may both be considered to be "non-transitory machine-
readable media." As used herein, the term "non-transitory" will be understood to exclude transitory signals but to
include all forms of storage, including both volatile and non-volatile memories.

[0142] While the host device 600 is shown as including one of each described component, the various
components may be duplicated in various embodiments. For example, the processor 620 may include multiple
microprocessors that are configured to independently execute the methods described herein or are configured to
perform steps or subroutines of the methods described herein such that the multiple processors cooperate to
achieve the functionality described herein. Further, where the device 600 is implemented in a cloud computing
system, the various hardware components may belong to separate physical systems. For example, the processor
620 may include a first processor in a first server and a second processor in a second server.

[0143] It should be apparent from the foregoing description that various exemplary embodiments of the
invention may be implemented in hardware. Furthermore, various exemplary embodiments may be implemented
as instructions stored on a non-transitory machine-readable storage medium, such as a volatile or non-volatile
memory, which may be read and executed by at least one processor to perform the operations described in detail
herein. A non-transitory machine-readable storage medium may include any mechanism for storing information
in a form readable by a machine, such as a personal or laptop computer, a server, or other computing device.
Thus, a non-transitory machine-readable storage medium may include read-only memory (ROM), random-
access memory (RAM), magnetic disk storage media, optical storage media, flash-memory devices, and similar
storage media and excludes transitory signals.
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[0144] It should be appreciated by those skilled in the art that any blocks and block diagrams herein represent
conceptual views of illustrative circuitry embodying the principles of the invention. Implementation of particular
blocks can vary while they can be implemented in the hardware or software domain without limiting the scope
of the invention. Similarly, it will be appreciated that any flow charts, flow diagrams, state transition diagrams,
pseudo code, and the like represent various processes which may be substantially represented in machine
readable media and so executed by a computer or processor, whether or not such computer or processor is
explicitly shown.

[0145] Accordingly, it is to be understood that the above description is intended to be illustrative and not
restrictive. Many embodiments and applications other than the examples provided would be apparent upon
reading the above description. The scope should be determined, not with reference to the above description or
Abstract below, but should instead be determined with reference to the appended claims, along with the full
scope of equivalents to which such claims are entitled. It is anticipated and intended that future developments
will occur in the technologies discussed herein, and that the disclosed systems and methods will be incorporated
into such future embodiments. In sum, it should be understood that the application is capable of modification
and variation.

[0146] The benefits, advantages, solutions to problems, and any element(s) that may cause any benefit,
advantage, or solution to occur or become more pronounced are not to be construed as a critical, required, or
essential features or elements of any or all the claims. The invention is defined solely by the appended claims
including any amendments made during the pendency of this application and all equivalents of those claims as
issued.

[0147] All terms used in the claims are intended to be given their broadest reasonable constructions and their
ordinary meanings as understood by those knowledgeable in the technologies described herein unless an explicit
indication to the contrary in made herein. In particular, use of the singular articles such as "a," "the," "said," etc.
should be read to recite one or more of the indicated elements unless a claim recites an explicit limitation to the
contrary.

[0148] The Abstract of the Disclosure is provided to allow the reader to quickly ascertain the nature of the
technical disclosure. It is submitted with the understanding that it will not be used to interpret or limit the scope
or meaning of the claims. In addition, in the foregoing Detailed Description, it can be seen that various features
are grouped together in various embodiments for the purpose of streamlining the disclosure. This method of
disclosure is not to be interpreted as reflecting an intention that the claimed embodiments require more features
than are expressly recited in each claim. Rather, as the following claims reflect, inventive subject matter lies in
less than all features of a single disclosed embodiment. Thus the following claims are hereby incorporated into
the Detailed Description, with each claim standing on its own as a separately claimed subject matter.
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